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Local_search()

begin

Start source node and extend successors node
if max_trustsucce(niy>trustni
extend(max_trustsucce(niy);

else

Start with k randomly generated state

Loop:

All the successors of all k state are generated
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If any one is a gol state then stop
Else select the k randomly best successors from the complete list of succesoors and repeat

end
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sum of forwarded packets )

listening(N) = ( ) X 100
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Abstract

The Internet of Things refers to an interconnected network of smart devices, sensors, and embedded
computers that store and process heterogeneous data. With the increasing scale and complexity of the
Internet of Things, monitoring the security of the Internet of Things is of particular importance and
necessity. The Internet of Things faces many security challenges, including system configuration,
information security storage and management, privacy, access control, and authentication. In this
paper, a secure routing algorithm in the Internet of Things is presented that combats sink attacks. The
main goal of the research is to present a secure routing protocol in the Internet of Things to combat
and detect routing attacks with the distance vector routing mechanism and neighbor trust. First, the
trust rating of each node is calculated based on the average trust of its neighbors, then a discovery
packet is sent to the trusted neighbor node with a high trust rating. Next, the multiple path discovery
message is sent from the source node based on local search by selecting K children with the highest
probability of selecting a high trust rank and searching for K paths towards the destination, and
finally, the detection and removal of malicious nodes from the path discovery packets is performed
by a control packet. The control packet, by sending a message to all packets, declares nodes whose
trust level is lower than the acceptable trust average as malicious nodes. The proposed algorithm was
simulated with the SOSRPL algorithm in the MATLAB environment. The results were evaluated in
three scenarios of Y+7, Y+7 and Y-/ sink attack, respectively. The results show that the proposed
method has better efficiency in reducing the false positive rate, false negative rate and packet loss
rate than the SOSRPL method. The proposed method also has a higher throughput rate and packet
delivery rate than the SOSRPL method.

Keywords: Attaks rout, iot, data management, Intelligent systems,Trust systems, Information
securi.
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