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" Internet of Things (10T)

* Internet-of-Medical-Things (IoMT)

" Internet-of-Vehicles (loV)

* Internet-of-Military-Things

° Internet-of-Battlefield-Things (10BT)
" dataset

¥ blockchain

* Collaborative security

* 10T self-healing

'* Intrusion-prevention system (IPS)
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" semiconductor

' machine-to-machine

'™ Internet-of-Everything

'* phishing

'* Information Technology (IT)
' endpoint devices

'Y IP address

' patches
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" reboot

" malware

*' mutation

" Distributed Denial of Service (DDoS) attack
™ Alsunbul

¢ Zitta

** Neruda

" Vojtech

" Raspberry Pi ¥

** reader

** Radio Frequency IDentification (RFID)
" Ultra High-Frequency (UHF)

™ Low-Level Reader Protocol (LLRP)

™ Suricata

" scalability

"* Snort

" multithread processing
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™ Park

™ Ahn

™ Cryptography

™ Chang

** Ramachandran

* firewall

¥ file

*" convergent encryption

** Makkaoui

** Cloud Security and Privacy Model (CSPM)

* Physical and Environmental Security Layer (PESL)
¥ Cloud Infrastructure Security Layer (CISL)

** Network Security Layer (NSL)

** Data Layer (DL)

°* Access Control and Privilege Management Layer (ACPML)
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' Jin

" Tomoishi

°" Matsuura

°* Virtual Private Network (VPN)
°* Global Positioning System (GPS)
°* geo-privacy

*Y Hash

°** Google maps

°% Hit rate

* Olagunju

*' Samu

" automated honeypot

" centralized logging system management technique
** puppet

*° virtual machines

" Highly interactive

* Agrawal

* Tapaswi

** Rogue access point

¥ low false alarm rate
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' Merlo

' Migliardi

¥ Spadacini

¥+ adaptive mechanism

¥ Indre

¥* Lemnaru

¥ Botnet

¥* Feature selection

¥* Keshri

' Date mining

M Satu

A Field Programmable Gate Arrays (FPGA)

A" Application Specific Integrated Circuits (ASIC)
A* Register Transfer Logic (RTL)

A° arithmetic circuits

A adder

A Complementary Metal-Oxide-Semiconductor (CMOS)
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M Yevdokymenko

A zero-day exploits

** Abazari

" Madani

" Gharaee

** Mobile Ad Hoc Networks (MANETS)
** Wi-Fi

** Local Area Networks (LANS)
** Filipek

* Hudec

** Public Key Infrastructure (PKI)
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** Energy aware

""" negotiated symmetric keys
"' database lookups

""" Yacchirena

7 Kismet
"** Fern Cracker

'*° Ettercap

" Dewanjee

¥ Intrusion Filtration System (IFS)
'** throughput

4 LOg

AR LIU

N QIU

" Queuing model

"7 Rushing Attack Prevention (RAP)

Al
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"* traffic shaping

"'* Kalnoor

" J. Agarkhed

""" Pattern matching

" Waskita

"% Suhartanto

""" Handoko

' Entropy method

" anomaly detection system
""" elliptical method

"¢ Jokar

'** Leung

""" Home area networks
' ZigBee

'** false positive rate

'Y* spoofing prevention
'™ interference avoidance
'™ Q-learning
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*** nonzero-sum stochastic game
¥ stationary Nash equilibrium
YoA WU

*** Big data

™ reinforcement learning

™' Bennaceur

Y Christoforidis

7 Vlachos

™ Wilson

“** Brown

" Biddle

¥ Analysis of Competing Hypotheses (ACH)
“** walkthrough process

“* surface technologies

YV Klm

wy WOO

™Y Event Relation Tree (ERT)

™ Event Transition Graph (ETG)
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™ Worm hole
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™* Sonchak
™ Aviv
™ Rathee
™% Saini
™ Grey hole
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™7 False Data Injection (FDI)

™* Phasor Measurement Units (PMU)

™ reputation system

"' PowerWorld

YAY Bi

" AS (Autonomous Systems)

“* Ganesh

*** RamaPrasad

**' DController

**¥ Bouchami

"7 Professional Social Networks (PSN)
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*** Polemi
"** Papastergiou
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" Markarian
"** Kolev
™+ Air Traffic Management (ATM)
o Sl o poe

"' GAMMA (Global ATM Security Management)
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"* Telecommunications Management Network (TMN)
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™ Xie
™" hidden Markov random field
™ forward prediction
™'Y backward smooth
"7 Boukhtouta
™* windows function hooking technique
™'* Advanced Persistent Threats (APTSs)
™" Security Information and Event Management (SIEM)
™Y Liang
" Intrusion Detection Region Control Manager (IDRCM)
™* Intrusion Detection Region Controller (IDRC)
™ Intrusion Detection Agent (IDA)
™ MacDermott
yyy Shl
7 Kifayat
""* federated cloud environment
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™ AndroidPackage (APK)

™ Cordero

™Y Jonior

" Self-adaptive

™ Herold

" Kinkelin

™ Carle

™ Blackboard pattern

" interleaving

™"t Wagner

" Indicators of Compromise (IoC)
" multiple-tenant
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"™ general deterrence theory
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"™ Stochastic Activity Networks (SAN)
" descriptive theory
"' normative theory
™Y Abraham
"7 Nair
"** time-dependent covariates
"*> Common Vulnerability Scoring System (CVSS)
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" Hwang

"** data-coloring techniques

"** traditional grey Verhulst model

" Leau

"' Yu-Beng

Y Manickam

" Trapezoidal rule

"°* Simpson's one-third rule

"°* Mean Absolute Percentage Error (MAPE)

" Root Mean Square Deviation (RMSD)
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™* edge computing environment
™ embedded system
™ debugging interface
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