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Abstract

With the rapid increase in cyberattacks, network intrusion detection has become a significant
challenge in the field of information security. Distributed Denial-of-Service (DDoS) attacks are
among the most critical threats to computer network security, as they can overwhelm network
resources and disrupt essential services. Timely and accurate detection of these attacks is crucial for
maintaining the availability and integrity of online systems.

In this paper, we propose a deep learning-based model that integrates Convolutional Neural
Networks (CNN) and Long Short-Term Memory (LSTM) networks for DDoS attack detection. The
proposed model utilizes CNNs to extract spatial features from network traffic data while leveraging
LSTMs to capture temporal dependencies, leading to improved detection accuracy. The model is
trained and evaluated using the Network Intrusion dataset (CIC-IDS-Y:)V) from Kaggle.
Experimental results demonstrate that the proposed approach achieves an accuracy of 14,AYZ, a
precision of 44,4Y7, and a recall of 44,VY7, outperforming traditional detection methods.

These findings highlight the effectiveness of the proposed model in identifying DDoS attacks with
high accuracy and reliability. The proposed approach can serve as an efficient solution for Intrusion
Detection Systems (IDS) and contribute to strengthening cybersecurity by mitigating the impact of
malicious network activities.
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