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Abstract

Vehicle ad-hoc networks (VANET) technology has attracted attention, especially in
the emerging context of cloud VANET as a key component in connected and
autonomous vehicles. The automotive industry’s transformation towards
automation and vehicle integration into the digital ecosystem has revolutionized
wireless communications. However, security is still a key issue in these advanced
technological landscapes. Protecting system integrity and data privacy is of utmost
importance before cloud solutions in VANET are widely adopted. This study
addresses the critical issue of security in the context of cloud VANET. Specifically,
the focus is on predicting and mitigating DDoS attacks that may disrupt the
performance of connected vehicles and cloud-dependent services. To address this
issue, an innovative design framework is presented to document and analyze
network flows in the cloud VANET. Furthermore, it uses reinforcement learning
techniques for classification and predictive analysis with an accuracy of 4V,¥eZ,
The architecture outlined in this research enables significant improvements in
security solutions for VANET cloud implementations. This capability ensures
practical use for real systems and enables timely response to security threats and
breaches.

Keywords: Ad Hoc networks, VANETSs Cloud, reinforcement learning, distributed
denial of service attacks, GNSY simulation.



