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' secure and adaptive multipath RPL

Y Rider Bald Eagle Search
" Random Forest Trust

* Subjective Logic
* Moth-Flame Optimization-based secure scheme for RPL
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' Trust-based RPL Attacks Detection
* Competitive Verse Flower Pollination

¥ Echelon Metric Based Objective Function
¢ trust evaluation based secure multi-path routing
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function multipath rout()

create DODAG
calculate energy of nodes
Checking the behavior of the node when forwarding packets
Calculating the trust of each parent's child nodes
Identification of destination node 1D
Calculation of direct trust value
Calculation of indirect trust value
Calculate the trust value of the root node
propagation DIO message with public rank
. Assigning a public rank to all nodes by the package DIO
. Send a reply message and confirm the rank
. Create a list of legitimate nodes
. Create a list of malicious nodes
. if node is malicious then
. increase rank value
. end if
. fori<)tond
. Update the trust value of node(i) in the routing table
. Update the rank value of node(i) in the routing table
. End for
. propagation the list of malicious nodes to all nodes by the root
Identify malicious nodes
. Reconstruction operation DODAG
Identification of the ID of multipath nodes
. Selection of nodes with high trust value
. Calculate threshold of node queue length
. Calculate threshold of rout queue length
. call hill climbing search algorithm
. Reliability calculation
. Checking the rank and reliability of the route
. select optimal route from multipath routing
. Send package from source to destination
. _end

.> .< ." .O .M .4 .4 .J

14 41 1 € € 4 4 4 A4 A A A A = — = =+ =+ =+ - - - - O
~« - + B > <L A 0 4 4 A4 —- + D > <L A 0 4 A - o "

-
—

0 prndi (o yane i )oY SO

)Lci oj.)ta; 0,5 Wzl ‘)WJALASA%QGA olad I d;lfmso.o.cdjmbdb)ym 61"“’69"““-" w_u)jfjl A
g o8 g Al Sl e 559 (i LRI L 45 5k 0SS e

function HILL-CLIMBING (root) returns a state that is a public maximum
Current & MAKE-NODE (root.INITIAL-STATE)

loop do

neighbor < a highest(trust+energy+/avg(queue)) valued successor of current
if current. VALUE <neighbor. VALUE and promising current=true then return current. SATTE
add current.SATTE in to routing table

end

current €-neighbor

4. if unpromising current node then// Plateau, local hill, edge

V+. select k random node from neighbors current node

V). fori<) tokdo

VY. HILL-CLIMBING (k);

'Y, end
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' Hill Climbing Multi-Path Routes
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Abstract

Today, we can describe the Internet of Things as a pervasive and global network that provides a
system for monitoring, controlling, processing and analyzing data generated by Internet of Things
devices. Communication with 10T networks is not possible without the support of efficient
infrastructure routing schemes. However, limitations related to low-power resources as well as the
wireless and high-loss nature of 10T networks may severely affect the reliability of communication.
As a result, routing efficiency can be affected. Additionally, exposure to internal and external cyber-
attacks, especially those that threaten the availability of data and services, further complicates
security missions and navigation in such a constrained context. In this thesis, an algorithm with the
title of presenting a multi-path algorithm based on the combined method of multiple deep search and
hill climbing to improve the reliability and security of packet sending paths in the Internet of Things
is presented, which aims to improve the amount of packet overhead sent from the source to the
destination in the network. , the amount of communication overhead between the nodes to send the
packet, the percentage of the packet delivered to the destination, the amount of energy consumed
from the source to the destination and the amount of packet loss rate. The evaluation results clearly
show the effectiveness of the proposed solution to improve the reliability and security of
communication, at a low cost.

Keywords: Multi path routing, Communication reliability, Network security, Internet of things,
Multi depth search, Hill climbing
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