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Abstract

This article introduces two trust-based routing methods for mobile ad hoc networks:
"Trust-Based Self-Diagnostic Routing" and "Trust-Based Cooperative Routing".
These methods are designed based on the “"Secure Ad hoc On-demand Distance
Vector" (SAODV) protocol, with the aim of enhancing security and trust in routing.
Ad hoc networks rely on cooperation between nodes; however, incompatible nodes
can disrupt the routing process. These methods focus on identifying malicious nodes,
accurately assessing trust, and maintaining secure paths, thereby reducing the impact
of incompatible nodes. Simulation results show that these methods outperform in
eight key performance metrics. The proposed methods demonstrate better
performance compared to protocols like "Routing Information Protocol™ (RIP).
Finally, Trust-Based Cooperative Routing is more suitable for large-scale networks,
while Trust-Based Self-Diagnostic Routing is better for specific applications and
smaller networks. This article provides a novel contribution to enhancing security
and trust in routing for ad hoc networks.

Keywords: “Mobile ad hoc network”, <“attack-resistant routing”, “SAODV
protocol”, “security and trust”.
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